INSTITUTIONAL POLICY

College of Chiropractic

The Trusted Leader in Chiropractic Education®

HIPAA

Palmer College of Chiropractic (College) is committed to identifying and evaluating the likelihood and
consequences of threats to the security of Protected Health Information (PHI) and implementing
reasonable and appropriate measures to safeguard the confidentiality, availability, and integrity of that
information.

The College will safeguard information in a manner consistent with applicable law, including the Health
Insurance Portability and Accountability Act (HIPAA). As such, Palmer will adopt and implement HIPAA
security procedures. All employees and students are responsible to know and comply with this HIPAA

policy (Policy) and any associated HIPAA security procedures specified by the College.

Scope

This Policy applies to the entire College community, which is defined as including the Davenport
campus (Palmer College Foundation, d/b/a Palmer College of Chiropractic), West campus (Palmer
College of Chiropractic West) and Florida campus (Palmer College Foundation, Inc., d/b/a Palmer
College of Chiropractic Florida) and any other person(s), groups, or organizations affiliated with any
Palmer campus.

Definitions

For the purposes of this Policy, the following terms shall have the meanings specified below:

o The term “College” refers to Palmer College of Chiropractic, including operations on the
Davenport campus and Florida campus.

Administrative Rules
Complete information regarding additional HIPAA policies, procedures and protocols may be accessed
online as indicated below.

Privacy Policies

e Creation of Limited Data Set Under the HIPAA Privacy Rule
¢ De-ldentification of Protected Health Information Under the HIPAA Privacy Rule

¢ Designated Record Set

o Designation of the Palmer College of Chiropractic Affiliated Covered Entity (ACE)

o Designation of the Palmer College of Chiropractic Health Care Component (HCC)

¢ HIPAA Breach Policy and Procedures

¢ Managing Arrangements of Business Associates with Palmer College of Chiropractic

¢ Marketing with The Use of Protected Health Information

e Notice of Privacy Practices (NPP) Distribution and Acknowledgement
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http://www.palmer.edu/
https://www.palmer.edu/wp-content/uploads/2021/12/ip-hipaa-creation-limited-data-set-under-hipaa.pdf
https://www.palmer.edu/wp-content/uploads/2021/12/ip-hipaa-de-identification-of-phi.pdf
https://www.palmer.edu/wp-content/uploads/2021/12/ip-hipaa-designated-record-set.pdf
https://www.palmer.edu/wp-content/uploads/2021/12/ip-hipaa-designation-affiliated-covered-entity.pdf
https://www.palmer.edu/wp-content/uploads/2021/12/ip-hipaa-designation-pcc-hcc.pdf
https://www.palmer.edu/wp-content/uploads/2021/12/hipaa-breach-policy-and-procedures-handbook.pdf
https://www.palmer.edu/wp-content/uploads/2021/12/ip-hipaa-managing-arrangements-of-biz-associates.pdf
https://www.palmer.edu/wp-content/uploads/2021/12/ip-hipaa-marketing-with-use-of-phi.pdf
https://www.palmer.edu/wp-content/uploads/2021/12/ip-hipaa-notice-of-privacy-practices.pdf

e Requests by Patients for Alternative Confidential Communications

¢ Requests by Patients for an Accounting of Certain Disclosures

¢ Requests by Patients for Restrictions on Uses and Disclosures of Protected Health Information

¢ Requests by Patients to Amend Protected Health Information

e Sale of Protected Health Information

e The Minimum Necessary Standard

¢ Use of and Safeguards for Protected Health Information by Palmer College of Chiropractic
Internal Business Support Personnel

¢ Uses and Disclosures of Protected Health Information for Education and Training

¢ Uses and Disclosures of Protected Health Information for Fundraising

¢ Uses and Disclosures of Protected Health Information Not Requiring Patient Authorization or an
Opportunity to Agree or to Object

e Uses and Disclosures of Protected Health Information That Require Patient Authorization
(Clinical Non-Research and Clinical Research)

e Uses and Disclosures of Protected Health Information That Require Patient Authorization or an
Opportunity to Agree or to Object

e Verifying Identity and Authority of Persons Seeking Disclosure of a Patient’s Protected Health
Information (PHI)

Security Policies

¢ Email Communications Involving Protected Health Information
¢ HIPAA Security Auditing
e HIPAA Privacy and Security Training

e HIPAA Security Contingency Planning

e HIPAA Security Data Management

¢ HIPAA Security Facilities Management
o HIPAA Security Oversight
e HIPAA Security Risk Management

Standard Institutional Policy Provisions
Institutional policies are supplemented by provisions that are applicable to all institutional policies. It is
the responsibility of all employees and students to know and comply with these standards.

¢ Standard Provisions Applicable to All Institutional Policies

Additional Information
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https://www.palmer.edu/wp-content/uploads/2021/12/ip-hipaa-alternative-confidential-communications.pdf
https://www.palmer.edu/wp-content/uploads/2021/12/ip-hipaa-accounting-certain-disclosures2.pdf
https://www.palmer.edu/wp-content/uploads/2021/12/ip-hipaa-requests-by-patients-for-restrictions-phi.pdf
https://www.palmer.edu/wp-content/uploads/2021/12/ip-hipaa-requests-by-patients-to-amend-phi.pdf
https://www.palmer.edu/wp-content/uploads/2021/12/ip-hipaa-sale-of-phi.pdf
https://www.palmer.edu/wp-content/uploads/2021/12/ip-hipaa-minimum-necessary-standard.pdf
https://www.palmer.edu/wp-content/uploads/2021/12/ip-hipaa-uses-and-safeguards-phi-by-pcc-internal-biz-assoc.pdf
https://www.palmer.edu/wp-content/uploads/2021/12/ip-hipaa-uses-and-safeguards-phi-by-pcc-internal-biz-assoc.pdf
https://www.palmer.edu/wp-content/uploads/2021/12/ip-hipaa-uses-and-disclosures-of-phi-for-ed-and-training.pdf
https://www.palmer.edu/wp-content/uploads/2021/12/ip-hipaa-uses-and-disclosures-of-phi-fundraising.pdf
https://www.palmer.edu/wp-content/uploads/2021/12/ip-hipaa-uses-and-disclosures-phi-not-requiring-patient-authorization.pdf
https://www.palmer.edu/wp-content/uploads/2021/12/ip-hipaa-uses-and-disclosures-phi-not-requiring-patient-authorization.pdf
https://www.palmer.edu/wp-content/uploads/2021/12/ip-hipaa-uses-disclosures-phi-require-patient-authorization-clinical.pdf
https://www.palmer.edu/wp-content/uploads/2021/12/ip-hipaa-uses-disclosures-phi-require-patient-authorization-clinical.pdf
https://www.palmer.edu/wp-content/uploads/2021/12/ip-hipaa-uses-and-disclosrs-phi-opport-to-agree-or-to-object.pdf
https://www.palmer.edu/wp-content/uploads/2021/12/ip-hipaa-uses-and-disclosrs-phi-opport-to-agree-or-to-object.pdf
https://www.palmer.edu/wp-content/uploads/2021/12/ip-verifying-identity-and-authority.pdf
https://www.palmer.edu/wp-content/uploads/2021/12/ip-verifying-identity-and-authority.pdf
https://www.palmer.edu/wp-content/uploads/2021/12/ip-hipaa-email-communications-phi.pdf
https://www.palmer.edu/wp-content/uploads/2021/12/ip-hipaa-security-audit-policy.pdf
https://www.palmer.edu/wp-content/uploads/2022/04/ip-hipaa-privacy-and-security-training.pdf
https://www.palmer.edu/wp-content/uploads/2021/12/ip-hipaa-security-contingency-plan.pdf
https://www.palmer.edu/wp-content/uploads/2021/12/ip-hipaa-security-data-management-and-backup.pdf
https://www.palmer.edu/wp-content/uploads/2021/12/ip-hipaa-facilities-management.pdf
https://www.palmer.edu/wp-content/uploads/2021/12/ip-hipaa-security-oversight.pdf
https://www.palmer.edu/wp-content/uploads/2021/12/ip-hipaa-security-risk-management.pdf
https://www.palmer.edu/wp-content/uploads/2021/12/standard-provisions-applicable-to-all-institutional-policies.pdf

Associated Policies, Processes, and/or Procedures

This Policy is supplemented below. It is the responsibility of all employees to know and comply with
additional associated policies and procedures as supplemented.

Policies
¢ Confidential Information

Processes and/or Procedures
e Encryption and File Security

Forms/Instructions
o N/A

Other Related Information
¢ HIPAA Training Tutorial — Students

¢ HIPAA Training Tutorial — Employees and Palmer Partners

Contacts

Privacy Officer
Ann Kelly
Compliance Specialist
1000 Brady Street
Davenport, IA 52803
563-884-5221
ann.kelly@palmer.edu

Security Officers

James Mountain

Director of Information Security
1000 Brady Street

Davenport, IA 52803
563-884-5728
james.mountain@palmer.edu

History

AV E=T=To PP January 3, 2018
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Last AdMINIStrative REVIEW .........ooeieeeeeeeee e November 4, 2009
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https://www.palmer.edu/wp-content/uploads/2021/12/ip-confidential-information.pdf
https://www.palmer.edu/wp-content/uploads/2021/12/it-procedure-file-security-and-encryption.pdf
https://palmerccstudents.safecolleges.com/login
https://palmercc.safecolleges.com/login
mailto:ann.kelly@palmer.edu
mailto:james.mountain@palmer.edu

Issuing Office

................................. Office of Compliance

Earlye Julien, PHR, M.S. Ed., CQIA
Senior Director for Compliance

& Chief Compliance Officer

Palmer College of Chiropractic
1000 Brady Street

Davenport, lowa

Phone: 563-884-5476

Fax: 563-884-5883
earlye.julien@palmer.edu
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